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= El acta Sarbanes Oxley, SOX, fue emitida en el ano
2002, para evitar fraudes de cuello blanco, como los
ocurridos en Enron y otras empresas..

= SOX requiere:
— Certificacion de la administracion acerca del control interno
de la compainia.
— Reporte de controles internos en informacién financiera.

= El acta incluye varias secciones, las cuales tienen
finalidades especificas.




banes Oxley

Algunas secciones clave:

latin

= Seccion 302.- Directivos de la compania deben hacer

representaciones relacionadas con el “disclosure” de
controles, procedimientos y aseguramiento contra
fraude.

Seccion 404.- Directivos deben proveer una
evaluacion anual de la efectividad de los controles
internos para el reporte de informacion financiera y
obtener una certificacion “attestation” de los
auditores externos respecto a que los controles son
efectivos.

dmerica

CacCs.



Q.de.control para SOX
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Sarbanes Oxley requiere que las companias
adopten un marco de control.

COSO define un marco de control que ha
sido grandemente aceptado para cumplir con
Sarbanes Oxley.

COSO = Comitee of  Sponsoring
Organizations de la Treadway Commission.

Serving IT Governance Professionals
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— Efectividad de operaciones CaCS
— Confianza de los reportes financieros sw
— Cumplimiento con regulaciones aplicables.

= Componentes del marco de control.
— Evaluacion de Riesgos — econdmicos, operacionales..
— Ambiente de control — disciplina y estructura
— Actividades de control — Aprobacion, separacion de

funciones..
— Informacion y comunicacion
— Monitoreo

Risk Assessment | Control Environment

Information
and Communication
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» Sarbanes Oxley establece penas corporales
para los directivos que no cumplan.

» Aunque muchas empresas no estan
obligadas a cumplir con Sarbanes Oxley, hay
una tendencia a establecer leyes similares en
varios paises fuera de los Estados Unidos.

Serving IT Governance Professionals
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= De acuerdo a la Organizacion para la
Cooperacion y el Desarrollo Economico,
OCDE, no existe un modelo unico de buen
gobierno corporativo

= Pero si existen elementos comunes con los
cuales se pueden establecer los principios
que deben servir como guia para un buen
gobierno corporativo.

10 —HSACA
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» La OCDE establecié una serie de principios
con el objetivo de ayudar a los Gobiernos de
0S paises miembros y no-miembros de la
OCDE, en la tarea de evaluar y perfeccionar
el gobierno corporativo en sus respectivos
paises.

= Asimismo ofrecer orientacion y sugerencias a
las Bolsas de valores, los inversores, las
sociedades y demas partes que intervienen
en el proceso de desarrollo de un modelo de
buen gobierno corporativo.

) —HSACA
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= Los Principios centran su atencion sobre las
sociedades con cotizacion oficial, tanto
financieras como no financieras.

= No obstante, y en la medida en que resulten
aplicables, pueden constituir también un
instrumento muy util para mejorar el
gobierno corporativo en sociedades sin
cotizacion oficial, tales como las empresas
de propiedad privada y las empresas

. propiedad del Estado.

2 —HSACA
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» Los Principios de la OCDE incluyen
entre otros, los siguientes aspectos:

— Derechos de los accionistas y funciones
clave en el ambito de la propiedad.

— Tratamiento equitativo de los accionistas.

—Rol de las partes Interesadas en el
Gobierno Corporativo.

— Divulgacion de datos y transparencia
. —Responsabilidades del Consejo

'S —HSACA
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El Gobierno Corporativo busca
transparencia, objetividad y equidad en el trato
de los socios y accionistas de una sociedad, la
gestion de su junta directiva, y la
responsabilidad frente a terceros que aportan
recursos.

 Responde a la voluntad autéonoma de la
persona juridica, de establecer estos principios
para ser mas competitiva y dar garantias a
. todos los grupos de interés

' —HSACA
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» E| objetivo del Gobierno Corporativo no
debe ser intervenir en la autonomia de
las empresas, sino el coadyuvar al
logro de los objetivos de
productividad, competitividad vy
permanencia de la misma, a través de
la transparencia y manejo responsable.

1 —HSACA
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* |nicialmente, SOX es responsabilidad del CEQ y el
CFQO, sin embargo ellos deben enfocarse en la

creacion de valor.

= Por eso muchas firmas haran enfasis en el gobierno
corporativo para cumplir con SOX y asi mismo con
sus objetivos de negocio.

= El modelo de gobierno corporativo se enfocara en:
— Administracion de riesgo.
— Cumplimiento de regulaciones
— Administracion de resultados (performance mgmt.)

'6 —HSACA
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= Gobierno de Tl no es wuna disciplina
separada. Es un componente del Gobierno
Corporativo, con responsabilidades como:

— Tomar en cuenta a los accionistas al definir las
estrategias.

— Dar direccion a los procesos cuando se
Implementan las estrategias.

— Asegurar que los procesos den resultados que
puedan ser medidos.

— Informar acerca de los resultados.

K —HSACA
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= Gobierno de TI aplica los principios de gobierno
corporativo para dirigir y controlar la funcion y
aplicaciones de tecnologias de informacion.

= Hace énfasis en:
— El potencial de Tl para apoyar los objetivos de negocio.

— El alineamiento de las estrategias de Tl con las estrategias
de negocio.

— Larevision y aprobacion de las inversiones de TI.
— El manejo de los riesgos asociados con TI.
— La medicion de resultados de TI.

9 —HSACA
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Management
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» Gobierno de Tl es fundamental para el
cumplimiento de SOX.

» El Gobierno de Tl asegura que las politicas y
practicas consideren:

— Integridad de la informacion
— Riesgos de negocio

— Criticidad de los sistemas y datos para soportar los
objetivos de la compania.

— Cumplimiento de las regulaciones correspondientes.

: —HSACA
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. Sarbanes Oxley
. Gobierno Corporativo y de TI.

. Implicaciones de Seguridad en
SOX.

. Utilizacion de Cobit e ISO 17799 para
cumplimiento.

. Objetivos de control de seguridad para
cumplimiento
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= SOX no menciona explicitamente seguridad,
pero tiene claras implicaciones en esta area.

» De hecho, SOX ha hecho que la seguridad
de la informacion llegue al nivel de
Presidencia y de Consejo de Administracion.

» El acta exige mejor integridad de los datos,
lo que implica que se deben reforzar las
practicas de seguridad.

s —HSACA
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» SOX demanda un reforzamiento de las

practicas de control interno, Iincluyendo
aquellas relacionadas con control de
accesos, que invariablemente estan
asociadas a la seguridad.

La jerarquia de controles recomendada para
cumplir con SOX implicita y explicitamente
requiere confidencialidad y disponibilidad

a —HSACA
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Los controles corporativos
deben estar soportados por CaCSw

controles de seguridad:

Controles Corporativos

Controles de Ti

Controles de
seqguridad

s —HSACA
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= Seguridad de la informacion provee los
procesos Yy tecnologia necesarios para
aseqgurar que las transacciones de negocios
son confiables, que los servicios de Tl son
utilizables y que pueden resistir o
recuperarse de fallas debidas a errores,
ataques deliberados o desastres.

Seguridad de la informacion protege
informacion critica de aquellos que no deben
tener acceso a ella.

& —HSACA
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234  Which of the following statements do vou believe to be good I'T sovernance practices?

Figure 22—IT Governance Practices

Adequate business continuity and security measures taken

Setting up ng

IT resources requirements based on business priorities | | 81%

IT processes regularly audited for effectiveness and efficiency
Board review of IT budgets and plans

IT management of IT projects, portfolio

CEQ informed on IT risks

IT scorecard for value creation | 57%

IT project portfolio managed by business department “49%

0% 25% 504 T5% 100r%

(Based on 613 respondents of the overall sample)

Fuente: IT Governance Global Stgtus Report — 2006.

—HSACA
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Sarbanes Oxley
Gobierno Corporativo y de TI.
Implicaciones de Seguridad en SOX.

Utilizacion de Cobit e ISO 17799
para cumplimiento.

Objetivos de control de seqguridad para
cumplimiento

28 —HSACA
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=Control Obijectives for Information and
related Technology, CobiT, fue
desarrollado por la Information Systems
Audit and Control Association, ISACA,
con el propdsito de contar con un
conjunto de mejores practicas en el
campo de control interno en TI.

9 —HSACA
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CobiT ha evolucionado de ser una herramienta de
auditoria a ser un marco de referencia de gobierno de TI. Ca CSW
rF
Cacrvernance
Management
Control
Audit
CoeiTl CoeiT2 CoeiT3 Coeil 4

b
(!P 1996 1993 2000 2005
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En gobierno de TI.

Armonizacion con otros estandares.
Flujo de procesos.

Lenguaje mas conciso y orientado a la accion.
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ME{ Manitar and evaluaie | T parlommance.
MEZ Manitar and evaluaie intemal comrel.
MEZ Ensurs regulabary complance.

ME4 Proside IT gessamanize.

Ciefine a sirabegio T plan.

Ciefine the infamabian architecture.

[Cietermine technalapical directian

Ciefine the IT procesass, organisadion and relefionships.
Manage the IT iweshman.

Communicate musagemeataime and diradtion.
Manage IT human resourmes.

Manage oualty.

Assess and manage [T rsks.

10 Manage prajects.
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]
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Educale andtmin asers. B3 Pragurs [T resoares.

Wanage sawice desk and incidents. HE Marage chanpes. .

Warage he canfiguration. A7 Instal and wczredi sobtions and changss.
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Non=-existent Wnitial  Repeatable Defined Managed Optimised

~ \Modelo de madurez

R A
LEGEND FOR SYMBOLS USED LEGEND FOR RANKINGS USED
Enterprise current status D==Management processes are not applied at all,
‘ Indust 1—Processes are ad hoc and disorganised.
e S 2—Processes follow a regullar pattern.
Enterprise target J==Processes are documented and communicated,

4—Processes are monitored and measured.
S5—Good practices are followed and automated.

* —HSACA
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0 Non-existent. Complete lack of any recognisable processes. The enterprise has not even recognised that there is an issue to be addressed.

1 Initial. There is evidence that the enterprise has recognised that the issues exist and need to be addressed. There are, however, no standardised
processes; instead there are ad foc approaches that tend to be applied on an individual or case-by-case basis. The overall approach to
management is disorganised.

2 Repeatable. Processes have developed to the stage where similar procedures are followed by different people undertaking the same task. There
Is no formal training or communication of standard procedures, and responsibility is left to the individual. There is a high degree of reliance on
the knowledge of individuals and, therefore, errors are likely.

3 Defined. Procedures have been standardised and documented, and communicated through training. It is, however, left to the individual to
follow these processes, and it is unlikely that deviations will be detected. The procedures themselves are not sophisticated but are the
formalisation of existing practices.

4 Managed. It is possible to monitor and measure compliance with procedures and to take action where processes appear not to be working
effectively. Processes are under constant improvement and provide good practice. Automation and tools are used in a limited or fragmented way.

5 Optimised. Processes have been refined to a level of best practice, based on the results of continucus improvement and maturity modelling
with other enterprises. T is used in an integrated way to automate the workflow, providing tools to improve quality and effectiveness, making the
enterprise quick to adapt.

34 —HSACA
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*E| conjunto de recomendaciones I1SO
17799, fue desarrollado por la ISO, con
el proposito de contar con un conjunto
de mejores practicas en el campo de
seguridad de la informacion.

£l ISO 17799 incluye 10 dominios.

* —HSACA
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Politicas de Seguridad CaCS

Seguridad en la organizacion

Marco Metodolégico ISO 17799

Control y clasificacion de activos

Seguridad en el personal de la
organizacion

Seguridad fisica y ambiental

Administracion de operaciones y
comunicaciones

Control de accesos

Desarrollo y mantenimiento de
sistemas

Administracién de la continuidad
de las operaciones del negocio

Acatamiento de leyes y normas

Modelo ISO 17799

g —HSACA
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Compliance Road Map

8. Document 9. Build Sustainability
Process and * Internal evaluation

Results * External evaluation
* Coordination with auditors

* Internal sign-off {302,404)
* Independent sign-off (404)

5. Evaluate
Control Design

* Mitigate control
risk to an
acceptable level

3. Identify Significant
Accounts/Controls
2. Perform Risk * ppplication controls
Assessment over initiating,
* Probability recording, processing  « | jnderstood by
and jrr_lpaut and reporting UBars
to business * IT general controls 7. ldentify and

* Size/complexity Remediate
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Sarbanes Oxley
Gobierno Corporativo y de TI.
Implicaciones de Seguridad en SOX.

Utilizacion de Cobit e ISO 17799 para
cumplimiento.

Objetivos de control de seguridad
para cumplimiento

* —HSACA
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™
SOX scope drivers and controls uaCSm

Critical Financial Statements

Balance Income Stmt of Chg
Sheet Statement of Fin Pos
- Process
Business Processes Controls

Application . 5 - -
fontrole T Financial Applications

Infrastructure

IT Infrastructure
Controls

DBs, OSes, Network

40 Fuente: System Experts ( SA m@
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= Administracion de identidad y priviIegios.CaCSm

= Control de cambios.
— Aplicaciones.
— Cuentas.
— Equipo de codmputo y comunicaciones.
— Documentacion.
= Registro.
— Uso.
— Fallas.
— Accesos.

= Monitoreo.

+ —HSACA
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Control Processes Cag E S

PCAOB IT General Control Heading

Development
Operations
Access to

Program
Program
Changes
Computer
@ Programs
and Data

CoBIT Control Objective Heading

1. Acquire or develop application software (Al2)

2. Acquire technology infrastructure (Al3)

3. Develop and maintain policies and procedures (Al4)

4. Install and test application software and
technology infrastructure (AlS)

5. Manage changes (Al6)

6. Define and manage service levels (DS1)

7. Manage third-party services (DS2)

8. Ensure systems security (DS5)

9. Manage the configuration (DS9)

10. Manage problems and incidents (DS10)

11. Manage data (DS11)

12. Manage operations (DS13)

—HSACA
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Figure 20—Ensure Systems Security
Control Guidance

Control Objective—Controls provide reasonable assurance that financial reporting systems an
subsystems are appropriately secured to prevent unauthorized use, disclosure, modification,

e or loss of data.
Rationale—Managing systems security includes both physical and logical controls that prevent
unauthorized access. These controls typically support authorization, authentication,
nonrepudiation, data classification and security monitoring. Deficiencigs in this area could
significantly impact financial reporting. For instance, insufficient controls over transaction
authorization may result in inaccurate financial reporting.

llustrative Controls

An information security policy exists and has been
approved by an appropriate level of executive
management.

lllustrative Tests of Controls

Obtain a copy of the organization’s
ecurity policy and evaluate the
effectiveness. Points to be taken into
consideration include:

« |s there an overall statement of the
importance of security to the
organization?

« Have specific policy objectives been
defined?

« Have employee and contractor security
responsibilities been addressed?

« Has the policy been approved by an
appropriate level of senior management

Fuente: IT Control Objectives for Sarbanes Oxley, 2nd Edition, ITG.F:I demunstrate management’s

\ commitment to security?

« |s there a process to communicate the
policy to all levels of management and
employess?

/

latin
america

dCS.

Ejemplos
de
pruebas al
control

—HSACA
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Figure 20—Ensure Systems Security (conf)
Control Guidance

A framework of security standards has been
developed that supports the objectives of the

security policy.

¢;,Les recuerda algun

conjunto/de mejores practicas?

" latin
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ustrative Tests of Controls

Obtain a copy of the security standards.
Determine whether the standards
framework effectively meets the objectives
of the security policy. Consider whether
the following topics, which are often
addressed by security standards, have
been appropriately covered:

* Security organization

+ Asset classification and control

+ Personnel security

« Software security policy

+ Physical and environmental security

» Workstation security

« Computing environment management
+ Network environment management

« System access control

+ Business continuity planning

+ Compliance

« System development and maintenance

Areas
/dénde

debe haber

estandares

Determine if there are processes in place
to communicate and maintain these
standards.

dente: IT Control Objectives for Sarbanes Oxley, 2nd Edition, ITGI

“ —HSACA
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Figure

Procedures exist and are followed to maintain the
effectiveness of authentication and access
mechanisms (e.g., regular password changes).

=

20—Ensure Systems Security (cont)
Control Guidance
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lllustrative Tests of Controls

Review security practices to confirm that
puthentication controls (passwords, [Ds,
two-factor, etc.) are used appropriately
and are subject to commaon confidentiality
quirements (10s and passwords not

Procedures exist and are followed relating to timely
action to requesting, establishing, issuing,
suspending and closing user accounts,

ABC oportuno de las
cuentas de usuario

access to financial reporting systems an
subsystems are logged and followed up on
a timely basis.

Nota:
Asegurarse de
que existan y se
sigan

Select a sample of new users and
determine if management approved their
access and the access granted agrees with
the access privileges that were approved.

Select a sample of terminated employess
and determina if their access has bean
remaoved, and the removal was done in a
timely manner.

Select a sample of current users and
revigw their access for appropriatenass
based upon their job functions.

lerite: IT Control Objectives for Sarbanes Oxley, 2nd Editio

n, ITGI

—HSACA
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Figure 20—Ensure Systems Security (cont)

Control Guidance

Hustrative Controls

A control process exists and is followed to
periodically review and confirm access rights.

" latin
america

CacCs.

lHlustrative Tests of Confrols
Inquire whether access controls are
reviewed for financial reporting systems
and subsystems on a periodic basis by
management.

Assess the adequacy of how exceptions ard
reexamined, and if the follow-up occurs in
a timely manner.

Where appropriate, controls exist so that neither
party can deny transactions, and controls are
implementad to provide nonrepudiation of origin
or receipt, proof of submission, and receipt

of transactions.

:
Control de no-repudiacion

v ';:"IT Control Obijectives for Sarbanes Oxley, 2nd Edition, 'TGJ,G

Determine RoW & organization

establishes accountability for transaction
initiation and approval.

Test the use of accountability controls by

observing a user attempting to enter an
unauthorized transaction.

Obtain a sample of transactions, and
identify evidence of the accountability or
origination of each.

—HSACA
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Figure 20—Ensure Systems Security (cont) |
Gontrol Guidance ‘ a ‘ S
lustrative Tests of Controls M

lustrative Controls

Where network connectivity is used, appropriate
controls, including firewalls, intrusion detection and
vulnerability assessments, exist and are used to
prevent unauthorized access.

Determine the sufficiency and
Appropriateness of perimeter security
zontrols, including firewalls and intrusion
detection systems.

Inquire whether management has
performed an independent assessment of
controls within the past year (e.q., ethical
hacking, social engineering).

Obtain a copy of this assessment and

review the results, including the
appropriateness of follow-up on identified

weaknesses,

Determine if antivirus systems are used to
protect the integrity and security of
financial reporting systems and

When appropriate, determine if encryption
technigques are used to support the
confidentiality of financial information sent
from one system to another.

te: IT Control Objectives for Sarbanes Oxley, 2nd Edition, ITGI

o —HSACA
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Figure 20—Ensure Systems Security (cont)

Control Guidance

lNustrative Controls

IT security administration monitors and logs
security activity at the application and database,
and identified security violations are reported to
senior management.

" latin
america

CacCs.

lNlustrative Tests of Controls

quire whether a security office exists to
minitor for security vulnerabilities at the
application and database levels, and
related threat events.

Assess the nature and extent of such
events over the past year and discuss with
management how they have responded
with controls to prevent unauthorized
access or manipulation of financial
systems and subsystems.

Controls relating to appropriate segregation of
duties ower requesting and granting access to
systems and data exist and are followed.

Review the process to request and grant
access to systems and data and confirm
that the same person does not perform
these functions.

Access to facilities is restricted to authorized
personnel and requires appropriate identification
and authentication.

ente: IT Control Objectives for Sarbanes Oxley, 2nd Edition, ITGI

Obtain polices and procedures as they
relate to facility security, key and card
reader access, and determine if those
procedures account for proper
icdentification and awthentication.

Observe the in-and-out traffic to the
organization’s facilities to establish that
praper access is controlled.

Select a sample of users and determine if
their access is appropriate based upon
their job responsibilities.
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» | a seguridad de los sistemas de informacion es
critica para la gobernalidad y para el
cumplimiento de regulaciones como Sarbanes
Oxley.

= No hay un modelo de gobernalidad o de
seguridad “unitalla”

= Sin embargo los principales estandares nos
dan la pauta para establecer los controles de
seguridad necesarios.
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